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“Don’t Panic.”

from The Hitchhiker’s Guide to the Galaxy, by Douglas Adams
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Abstract

The economy of Big Data is increasingly gaining momentum, and with the
increasing needs for data processing datacenters are under pressure improve
performance for a diverse set of applications. While technological improvements
are raising the bar of performance, the modern storage technologies like Flash
SSD and Optane outpace the network speed and introduce a bottleneck in data
transfer known as data movement wall. For this reason, an increasing trend
in the industry is to push computation closer to storage, by means of software
and hardware accelerators. In this thesis we will explore eBPF, an in-kernel
infrastructure to execute user-defined programs, as a technology to implement
programmability for data processing which can serve as a mitigation to the data
movement wall. We will present a prototype (available at https://github.
com/giuliafrascaria/ebpf-filter-reduce to highlighting the potential and
current limitations that prevent it from being an efficient solution, despite its

widespread use in other areas like networking.


https://github.com/giuliafrascaria/ebpf-filter-reduce
https://github.com/giuliafrascaria/ebpf-filter-reduce
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Introduction

In the modern world and economy, the use of technology is now pervasive to every sector.
Both private individuals as well as companies use computer systems to perform an increas-
ing number of tasks. Services like social networks (e.g. Facebook, Instagram, Twitter),
audio and video streaming platforms (e.g. Spotify, Youtube), online services for productiv-
ity and storage (e.g. Google Docs and Drive) are available to everyone. In addition to that,
companies make heavy use of computer systems for business critical applications that are
based on data processing or machine learning. All these modern services have a common
denominator, they produce, consume and need to store significant amounts of data. This
trend has been growing over the years()) and goes under the name of Big Data.

With this ever-increasing amount of data comes the need for a suitable processing and
storage infrastructure. This is a challenging situation, since ownership and maintenance of
such infrastructure can have a prohibitive cost to most companies. As a solution towards
cutting the cost of data processing and storage, the industry is turning to cloud com-
puting(6). A few cloud providers like Amazon AWS, Microsoft Azure and Google Cloud
offer pay-per-use infrastructure that everyone can rent and share with other tenants at a
fraction of the cost, and use it in order to process and store their data.

While cloud computing is arguably one of the biggest disruptors in the modern economy,
with a market capitalization that reached $233 billion in 2019(7), its success comes with
the challenge of continuous innovation. The possibility to rent a shared infrastructure with
a pay-per-use basis allows an ever-increasing number of services to be deployed online. In
particular, companies in the fields of Big Data and Machine Leaning (ML) make extensive
use of datacenter-scale infrastructure in order to run their business, performing business-

critical workloads.



1. INTRODUCTION

However, the reliance of Big Data and ML workloads on massive amounts of data
poses many challenges for cloud providers. With more and more sectors and companies
turning to cloud computing, datacenter providers are also faced with an increasing diversity
of workloads that are specific to different industries. This creates a clash between the effort
to provide general-purpose infrastructure that can fit all use cases, and that of delivering

high performance, which can be better achieved through specialized tailor-made solutions.

The ever-increasing success of cloud computing pushed innovation in datacenter technolo-
gies. In particular, in order to deliver improved modularity and to support computation
on big data, datacenters are now composed of compute and storage nodes with high speed
networks connecting them (8). This implies the need to transfer significant amounts of
data to and from storage nodes in order to perform computation (see figure . However,
while data processing needs increase, we are witnessing at the same time the end of Moore’s
Law (9) with a slowdown of CPU technological improvements, as well as an introduction
of new storage technologies whose throughput is outpacing that of networks (I). We can
refer to this problem as a data movement wall, where the high performance of storage
is shifting the bottleneck from the historically slow 1/O to CPU processing and network
transfers (10), (II) (I2). As a result, solutions are being sought to solve or mitigate this
for example by reducing the amount of data that is transferred within a single machine as

well as across the network.

As a result, the industry is in need of fast processing for data while CPU performance
improvements are stalling and transfer across networks introduces a bottleneck. Since
data processing is needed to perform an increasingly diversified set of business-critical
applications, one of the trends that show promising results to mitigate the issue of data
movement is that of shipping computation to the storage nodes (13), and implementing
specialization of computation through programmability. The issue is being tackled at
multiple levels, both in hardware and software, especially by increasing diversification and
customization with the introduction of specialized hardware, as well as allowing for user
programmability all across the software stack.

Within this convergence of events, we focus and explore the topic of software-based pro-
grammability for data processing. In this thesis we address the issue of the data movement
wall and present a novel software prototype to push user-defined code to storage nodes, as

well as an evaluation of the underlying technology.



1.1 A Case for Programmability

Case 1: Single machine
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Figure 1.1: Traditional datacenter architecture and computation representation

1.1 A Case for Programmability

As the cost of data movement increases, solutions that can reduce the amount or size of
data transfers are needed. Since data is transferred to and from storage nodes in order
to use it for business-critical applications of every tenant, a possible solution is to ship
computation on the storage nodes, an idea that is known in the research community as
near-data processing (NDP) (13). This can be achieved by allowing tenants in datacenters
to customize and program the datacenter infrastructure to optimize their workload. As we
will see throughout the thesis, this is a challenging problem that can be tackled at different

levels.
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Figure 1.2: eBPF-based programmability in a datacenter architecture

As more industries started to make use of datacenters to run their applications, the
variety of workloads that run in datacenters increased greatly. While it is true that with
general-purpose computing infrastructures it is possible to run all kinds of workloads, the
end of Moore’s law and of CPU frequency scaling means that this will hardly be enough
to accommodate the increased performance requirements of datacenter applications (14)
(I5)). For this reason we are now witnessing a trend that goes in the direction opposite
to general purpose computing, allowing for increased specialization. The goal is then to

diversify the infrastructure and choose the optimal hardware and software for each of the

workloads, rather than going for a one-size-fits-them-all approach.




1.2 Problem Statement and Objective

The possibility to tailor hardware and software to optimize different workloads is known
as programmability. Programmability can happen at all levels of the stack. For exam-
ple, at the hardware level the datacenters can offer ASICs, FPGAs and GPUs to clients.
Specialized and programmable hardware can greatly reduce the latency in computation
when the fitting workload is executed.

However, while hardware acceleration has the potential to significantly improve perfor-
mance, it does not come for free. Buying specialized hardware for datacenters is an upfront
investment for cloud providers, and in order for it to be cost-effective it is important that
the hardware can fit the workload requirements. Since workloads can change rapidly, this
means that the hardware accelerators should be reconfigurable (L6)) like GPUs and FPGAs,
thus implementing hardware programmability.

On the other side of the spectrum , it is possible to design optimizations of workloads
using software-based programmability. In this way, users can implement their functionality
in any programming language (e.g. C, Go, Rust) and have it executed on stoarge nodes.
Compared to hardware programmability, this has the advantage of not requiring a change
in the infrastructure, but comes with the cost of a reduced performance improvement due
to the software overhead.

In between hardware and user applications however lies the operating system. In par-
ticular, datacenters usually run Linux (I7). Within this software layer there are examples
of programmability especially in the field of networking. These solutions use a software
infrastructure called eBPF (extended Berkley Packet Filter) (3)), that allows users to pro-
gram small software extensions that run in a safe environment in the kernel level. With this
infrastructure in place and already present in every Linux-based datacenter, it becomes
relevant to investigate whether its potential for programmability can be leveraged in the

storage stack to reduce the problem of data movement (see figure [1.2)).

1.2 Problem Statement and Objective

As data movement becomes an increasingly relevant issue in datacenter performance, it
is important to investigate all possible mitigations. As we highlighted in the previous
section, programmability is a promising option that can be implemented both at hardware
and software level. Within the software layer however it is possible to further distinguish
between user applications and operating system. However, while user-level solutions can
be implemented in any programming language, implementing programmability solutions

in the operating system requires a solid infrastructure that can safeguard the computer
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system. While this reduces the options available for programmability, we see that eBPF
appears to be a mature solution in fields like tracing, networking and security. As we
will further analyse in the remainder of the thesis, eBPF (extended Berkley Packet Filter)
allows users to push user-defined functionality to execute in kernel space in fields like
networking and tracing. However the applicability to storage functions is still limited at
best, although the eBPF infrastructure is under the spotlight due to its expressiveness,
flexibility and potential for extensibility, as well as the ready availability within the Linux
kernel (18)).

Due to its versatility eBPF is already widely used in the networking stack to implement
functionalities like packet inspection, modification and filtering, leading to applications like
load balancers and DDoS prevention. In the context of data transfer and processing, we
see a potential similarity and applicability of eBPF as a solution for programmability, in
order to mitigate the data movement wall issue by reducing data transfers.

In this landscape, we then identify a research blank space for solutions that can yield
to the reduction of the data movement across datacenters using eBPF. While userspace
and hardware-based solutions have already been explored to some degree, the kernel space
is still rather unexplored to this date. However, we believe that eBPF has the potential
to fill the gap, due to its applicability for packet filtering within the networking software
stack. The objective of this thesis is then to investigate this research space and answer the

question whether eBPF is a suitable candidate for storage function programmability.

1.3 Research Questions

With this thesis project I aim at exploring the potential for eBPF to be used for pro-
grammable storage functionalities, and consequently conducting an in-depth study of the
eBPF infrastructure. Since BPF documentation and studies are few, scattered, and lack of
a systematic approach, it is a paramount objective of the thesis is to provide an in-depth
study and breakdown of the performance impact of this technology and infrastructure.
We decompose the problem of evaluating the use of eBPF for storage programmability

in the following research questions:

e (RQ1) What is the performance impact of the eBPF infrastructure?.
Although eBPF has been available for nearly 3 decades (3), its complexity, lack of
documentation and complex infrastructure make it difficult to evaluate the perfor-

mance impact. However, it is crucial to understand the footprint of eBPF in order to
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estimate its suitability for programmability of storage functions, especially in high-

performance scenarios.

e (RQ2) How to repurpose the eBPF toolchain and infrastructure in order to support
programmable storage functions?
eBPF was not initially designed for the storage stack, being mainly targeted to
networking instead. Despite its proven versatility in that field, it is necessary to
understand to what degree the current infrastructure supports storage functions. In
particular, it is crucial to assess whether it has the necessary functionality to access

and process data, as it does within the networking stack.

e (RQ3) What are the parameters to determine which functionalities should be of-
floaded to eBPF within the storage stack?
While eBPF is generally considered a high-performance infrastructure, its verifica-
tion and compilation still add an overhead to the computation. After quantifying the
impact of the eBPF infrastructure it is then crucial to understand which parameters
can influence the decision to move part of the computation in eBPF, and what can

yield to the maximum gain in terms of latency and reduction of data transfer

All these questions will be tacked throughout my research in different steps, using a variety

of research methods.

1.4 Research Method

This thesis project is an experimental systems research. In order to answer the research
questions, I will carry an in-depth evaluation of the eBPF kernel infrastructure (RQ1).
In order to test the applicability to my use case, I will build a prototype of the system
(RQ2), and design and perform experiments to validate the result (RQ2 and RQ3).

The research was carried out following methodologies in computer systems research. A
comprehensive survey of related literature and work was completed before starting the
design process (M1 quantitative research (19) (20)). The design and development of the
software artifact followed an iterative and incremental approach to build the prototype
(M2 design, abstraction, prototyping (21)) (22) (23)).

The evaluation of the eBPF infrastructure (RQ1) as well as the design and implementa-
tion of the prototype (RQ2) were carried out with methods of experimental research (M3
(24) (25) (26)) and within the principles of open science (M4 (27) (28) (29) (30)). All
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the software and tools that were used are open source, as well as the source code of the

prototype and the experiments.

1.5 Main Contributions

The contributions in this thesis project are in three areas: (1) conceptual, (2) experimental

contributions and (3) artifacts. The contributions of this work are the following:

e (Conceptual) A design for an eBPF-based data processing framework in the storage

stack

e (Conceptual) A detailed guide on the eBPF infrastructure design, usage and exten-

sion

e (Experimental) A characterization and breakdown of the overhead of eBPF instru-

mentation and of storage function instrumentation with eBPF

e (Artifact) A prototype for user-defined storage function programmability through
eBPF (available at https://github.com/giuliafrascaria/ebpf-filter-reduce)

¢ (Dissemination) Presentations on the topic of storage programmability with eBPF

— Open Source Summit Europe 2020: BPF Tales: or Why did I Recompile the
Kernel just to Average Numbers? (31))

— eBPF Summit 2020: Can eBPF Save us from the Data Deluge? A Case for File
Filtering in eBPF (32)

1.6 Reading Guide

This chapter gave a high-level overview of the problem of software programmability and
eBPF. In the next chapter I will go in-depth about background knowledge for the topics of
modern storage technologies and programmability. in Chapter 3 there will be a thorough
analysis and guide to navigate the eBPF infrastructure, as well as its applicability to
storage. Chapters 4 and 5 will present the design and implementation of the prototype
of a programmable filter-reduce framework using eBPF, and chapter 6 will report on the
evaluation. Finally, chapters 7 will put the work in context within the related work, and

chapter 8 will expand on the conclusions and future work.


https://github.com/giuliafrascaria/ebpf-filter-reduce

Background

In this chapter we present an overview of the topic of programmability, with a focus
on its motivations and context. The research problem that this research tackles stems
from a convergence of events that entail changes in the datacenter architecture towards
disaggregated structures, the shift in the computing landscape from general purpose to
specialized infrastructure, the modernization of storage technologies and the Big Data

trend and the issue of the data movement wall.

2.1 The Data Movement Wall

Datacenter architectures and organizations evolved throughout the years. Initially all
compute nodes used to be bulky machines that could offer both compute and storage
resources, so the data and computation resided in the same node and were not heavily
reliant on network transfers in order to perform computation. The latest trend in cloud
providers however is that of disaggregation of compute and storage nodes, so that not the
main cloud provider offer specialized infrastructure for storage-only infrastructure, (e.g.
Amazon S3, Azure) (33) (8) (34). This accommodates the requirement of elasticity of
resources, allowing fine-grained billing only according to the user’s necessity, but it comes
at the clear cost of implying data transfer from storage to compute nodes if that is needed
for computation.

The need for fast data transfer translated to significant efforts in deploying increasingly
more performant infrastructure, going anywhere from the CPUs to networks, storage and
interconnect technologies. For example, a lot of attention is dedicated to the PCle inter-

connection standards (35]). Although datacenter nodes are connected via high-throughput
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connections (e.g. the current de-facto standard of the 16-lane PCle, offering 16GB/s band-
width), there is still a non-negligible overhead introduced by the different throughput of
storage nodes and interconnects like the PCle interfaces that are used within datacenters
and machines (1) (see figure . For this reason, while datacenter hardware is generally
improving, the difference in the speed at which different technologies are rolled out, stan-
dardized and adopted in datacenters can lead to the introduction of new bottlenecks like
that of the data movement wall. This problem introduces a fundamental issue in a com-
puter organization that still follows the traditional Von Neumann architecture featuring a

CPU, memory and I/O interfaces.

S5D Storage System

1 1
1 ]
| /___0 Flash 550 |
1 ¥
PCIe 1 1
S Switch S~ —o Flash S50 |
/ ) '
! T
/ \0 Flash 55D
/
/ 1
s
. PCIe | 0 JE——

Root complex

64 SSDs X -16 GB/s |s X -500 MB/s
=-1TB/s s

Figure 2.1: Conventional storage server architecture with PCle interfaces and SSDs. Figure
is taken from ([I)

2.2 The Curse of General Purpose

While datacenters started and flourished by providing a general purpose computing infras-
tructure that provided CPUs, the slowdown of Moore’s law (9), when we shift the focus to
performance we realize that specialized solutions are needed in order to overcome this issue
while still being able to provide ever-increasing performance. This led over time to the in-
creasing availability of special-purpose infrastructure for different kinds of workload, from
GPU computation for highly parallel computation to the use of Smart NICs for specialized

network functions.

10
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The flourishing of the cloud computing industry is also represented in the interest from
both academia and industry to further research on how to evolve the infrastructure to
deliver improved performance to the end users. Cloud computing enables a pay-per-use
billing option for computing infrastructures that allows to deploy applications at a conve-
nient cost for tenants, since they do not have the responsibility for the maintenance and
deployment of the datacenter infrastructure. At the same time, it allows the owners of
the datacenters to multiplex resources among different users and increase their revenue by
increasing the utilization of the resources (36]). This win-win situation caused an avalanche
effect on the kinds and scales of cloud-based applications.

With the availability of datacenter infrastructure that can be shared among tenants with
a pay-per-use basis, a lot of industries flourished and gained momentum. In particular, use
cases that rely on heavy amounts of data are now enabled by the availability of affordable
storage technologies and high-performance computing infrastructures. This is manifested
in the pivotal role of Big Data, Machine Learning and generally data-intensive computation
and data analytics. This trend further fostered innovation, leading to a lot of research
happening in the datacenter scenario to find ways to share resources efficiently, reliably and
in a safe way. As these core properties were increasingly obtained, a big part of the focus
shifted to ways to improve performance and respond to the latest trends in the industry of
Big Data and data processing. Many aspects of performance can be addressed and tackled
for improvement. However, given the fundamental reliance on computations over massive
amounts of data, one of the clear targets for research lies in identifying solutions that can
optimize data movement.

This thesis focuses on the problem of efficient data movement across datacenters, and
aims at minimizing it by pushing computation closer to storage. I will present a framework
that can be used to push user-defined functionality to remote storage nodes, allowing to
reduce data transfer by performing computation on the storage nodes, rather than after a

costly transfer across the datacenter network.

2.3 Storage Technology Innovations

While every component of datacenters went through significant improvements, from CPUs
to networks, one of the most rapid and disruptive improvements happened in the stor-
age stack with the revolution introduced by new storage technologies like Flash SSD and
Optane memory (37). These new persistent memory technologies improve the throughput

and access latencies by orders of magnitude compared to the HDD, their predecessor (see

11
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Figure 2.2: Traditional and modern memory latency and throughput (2)

figure . More details on the evolution of the storage technologies and storage stack can
be found in the survey (38§]).

The great and disproportionate improvement of the new storage technologies when com-
pared with the speed of new standardizations of the PCle interconnect, as well as the
stalling CPUs, introduces an issue especially within the Big Data workloads where opera-
tions rely on huge quantities of data to be transferred across the network. For this reason,
a trend is gaining popularity. With programmability, part of the Big Data functionalities

can be offloaded by the users to be executed closer to the data, on storage.

2.4 Towards Programmability

Modern computer systems put a strong stress on performance all across the board. The
push towards an ever-increasing performance gain was rendered necessary by the increasing
number of datacenter use cases. With the explosion of datacenter-based heavy computation
in the field of Big Data, computer systems are put through a significant stress and the
resource requirements only keep increasing. these kinds of workload require both a wide
amount of storage, since they operate on massive amounts of data, as well as a high
computational capability to deliver results as fast as possible.

However, it’s been a while now since the Moore’s law stopped accommodating CPU speed
increases that can match the requirements. On the other side of the spectrum, storage is

instead improving its performance significantly and went from the high latency HDD to the
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relatively fast NAND Flash memory and Intel Optane memory (37) (I). Fast storage and
bottlenecked CPUs aggravate by the issue of data movement with the disconnect between
the rapidly-evolving and high-throughput of modern storage media and the slower progress
of interconnects and CPUs.

The trend to disaggregate storage resources, paired with the issue of the data movement
wall and the improved storage performance all gave motive to the research in the field of
programmability for storage functions. The programmability trend is already being widely
explored in other computer systems fields like GPU and networks, and it is viewed as a
trend for the future of computer architecture (39). Programmability allows to steer away
from generale purpose CPUs and their programming model, which is outdated for the
current trend of high performance computing that requires specialized hardware and is not
satisfied with a one size fits them all solution.

In addition to hardware-based programmability we have software programmability, through
which it is possible to use programming languages to define functionality that can be of-
floaded closer to where the data resides in storage, following the trend of near-data process-
ing (13). Software programmability can be approached using many different programming
languages and infrastructures, most of them being executed in user space within a com-
puter system (e.g. using Python, Rust). However, executing code at the operating system
level could potentially offer gains since it removes a software layer and helps to bring the
computation closer to the data. However, kernel space programmability has the caveat of
potentially compromising the computer system if not implemented correctly. For this rea-
son, support for kernel-level programmability is currently limited within the storage stack.
However, in the field of networking there is an infrastructure that has been successfully
used for nearly 3 decades, called eBPF (extended Berkley Packet Filter), that allows users
to push packet filtering functionality to be executed in the Linux kernel, yielding to a gain
in performance compared to userspace processing (3). With this infrastructure still rela-
tively unexplored, an interesting research challenge opens as to whether this infrastructure
can offer good support for storage function programmability in the same way it does for

networking.

2.5 Summary

We are currently witnessing a striking convergence of events in the computing industry.
The explosion of Big Data puts a strain on cloud provider to improve their the data-

center resources. As a consequence, technological innovation spans throughout the whole
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infrastructure. However, the speed of innovation and adoption of different technologies is
different. For example, PCle standards are rolled out more slowly than the modern storage
technologies like Flash and Optane memory. The disconnect between storage throughput
and data movement speed, coupled with the increasing stall of CPU frequency scaling due
to the end of Moore’s law, pushes towards a trend to reduce data movement across the ma-
chines and datacenter networks by bringing computation closer to the data, with near-data
processing. The need to allow multiple users to push their own functionality calls for pro-
grammability within the near-data processing landscape, and this can be implemented at
different levels and through many approaches, broadly grouped into hardware and software
programmability.

With this thesis we aim at exploring the kernel-level flavor of software programmability
using eBPF (extended Berkley Packet Filter), in order to assess its suitability for the
storage stack compared to the networking stack for which it has been used thus far. In the

next chapter we will introduce and explain more details regarding eBPF.
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In the previous sections we introduced the problem of the data movement wall, as well
as the potential for software programmability to be a solution to this. In this section,
we will expand on eBPF and examine its potential as a technology to achieve software

programmability in the storage stack.

3.1 History of BPF

BPF, or BSD Packet Filter(3]), was originally introduced in 1993 as a novel way to filter
packets in Unix systems. The authors being from the Lawrence Berkley Laboratory, the
acronym later came to be known as the Berkley Packet Filter instead. The original intent
of BPF was for it to be a tool for networking filters, moving part of the packet processing
from userspace to kernel space in order to avoid unnecessary data copies for unwanted
packets. BPF offers a register-based virtual machine that operates inside the kernel and
performs packet filtering based on a state machine (figure . The BPF virtual machine
has a specialized instruction that allows to program operations that can be executed in
the kernel space. In this way, BPF allows to reduce the number of CPU instructions when
compared to userspace filters. BPF rapidly gained momentum thanks to this performance
boost, and a wide range of networking applications like tcpdump (40) and arpwatch (41))
adopted it and their engine.

The instruction set for BPF is purposefully limited, in order to limit its applicability
to simple filter functionality. In the figure there is a summary of the original BPF
instruction sets. The bytecode of BPF has a standard instruction length, 32-bit registers
and a frame pointer, as well as support for load, ALU operations and jump operations.

This instruction set can be used to write small packet filters like the snippet in figure
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ather.type=IP

.

R

Figure 3.1: An example state machine for BPF-based filtering. Figure is taken from (3])

as well as an example program that performs a filter. Initially, BPF programs had to be
written in this assembly-like language and were limited to 4096 lines of bytecode length.
Clearly, this initial version of BPF was meant for limited use cases and could only be
effectively used by experts that could write in a low level, assembly-like language. As BPF
continued to show good performance, after it was included in the standard Linux kernel in
version 2.5 the functionalities of BPF were greatly expanded.

After the initial development, BPF was greatly expanded with the introduction of an
ever-increasing support in the Linux kernel, starting from the just-in-time compilation that
was added in the kernel 3.0 (42). The development work around BPF hasn’t stopped since,
since the expressivity and power of the BPF interpreter make it a suitable candidate to
be considered a universal in-kernel virtual machine (43). A complete summary of BPF
instructions can be found in the Linux source code documentation(44)). With eBPF the
number of registers in the virtual machine was increased and ported to 64-bit architecture,
the maximum length of the eBPF programs was brought to 1 million lines of code, and
there is added support for the use of helper functions, which execute functionality which
wouldn’t otherwise be available within the eBPF instruction set.

The increased versatility of the infrastructure led to the name change from BPF to eBPF,
Extended Berkley Packet Filter. Notably, the instruction set was ported to 64-bit registers
and support was added for multiprocessor systems. The types of instructions were also

increased, and a system call was introduced in the Linux kernel to facilitate the usage
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opcodes addr modes

1db [k] [x+k]
1dh k] [x+k]
1d #k | #len | M(k) | (k] | [x+k]
ldx #k | #len | M[k] 4*([k]
st M(k]

stx M[k]

Jjmp L

jeqg #k, Lt, Lf
jgt #kl Lt, Lf
jge #k, Lt, Lf
jset #k, Lt, Lf
add #k x
sub #k x
mul #k X
div #k x
and #k x
or #k x
1sh #k X
rsh #k b 4
ret #k a
tax

txa

Figure 3.2: The original BPF instruction set, figure is taken from (3])

(45). With this increased support for complex programs, it became vital to have a safety
guarantee that in-kernel execution would not compromise the system in case of errors. This
is perhaps the most important key to the success of eBPF, that features full verification
through symbolic execution of programs before their execution (46)). The final arhitecture
of the eBPF infrastructure is reported in figure

Extensions to BPF followed steadily, and were mostly by Alexei Starovoitov (47) who led
the development from BPF to eBPF and is currently the maintainer of the BPF subsystem
in the Linux kernel. For example, the use cases of eBPF were initially expanded from
networking only to tracing (48]). After this happened, eBPF became a staple for kernel
tracing. Functionalities continued to be added, the maximum program length was increased
in order to allow for more complexity, and new program types are continuously added.

A key to the success of eBPF, in addition to its efficiency, is the fact that there is now
an increasingly varied toolchain that is available to develop and deploy eBPF programs.
Support for eBPF development is now widespread and goes from GCC, clang/LLVM up
until development frameworks like the C/C-+-+ library libbpf (49) (figure[3.5)), the Python-
based framework BCC (50) (figure as well as the high-level language bpftrace (51))
(figure and Golang libraries (52) (figure [3.8)).

With the wide variety of frameworks and toolchains available to develop eBPF programs,
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ldh [12]

jeq #ETHERPROTO IP, L1, LS
Ll: 1ldb [23]

jeq #IPPROTO TCP, L2, L5
L2: 1ldh [20]

jset #0x1fff, L5, L3
L3: 1ldx 4*([14] Oxf)

1dh [x+16]

jeq #N, L4, L5
L4: ret #TRUE
L5: ret #0

Figure 3.3: a BPF code snippet for packet filtering (3]

it is important to understand the details, possibilities and limitations of such a powerful

infrastructure.

3.2 Programming eBPF Extensions

As introduced in the previous section, eBPF is an instruction set that can be executed in an
in-kernel virtual machine after being verified through symbolic execution, thus giving the
guarantee that the operating system will not crash due to user functionality being pushed
in BPF code. With the flourishing of development efforts in the eBPF community, the
expressivity of eBPF greatly increased and now allows to serve many use cases. However,
the main ones still remain networking, tracing and observability as well as security.

As the different use cases have a diverse set of needs, they are separated in a set of
eBPF program types that are handled separately by the verifier and execute based on
different triggers in the kernel. A list of the updated eBPF program types is in the BPF
manual page for eBPF and eBPF helpers (53) (54) but the thesis will focus mostly on the
observability and tracing program types, kprobe and tracepoint that allow to inspect
close to any function that is called within the kernel, and to have access to the parameters
of the function call.

Within the maximum instruction limit, which is currently set to 1 million BPF bytecode
instructions, the eBPF virtual machine supports standard procedural programming in all
the program types. However, eBPF is not a Turing-complete instruction set and does not
support infinite loops, as well as having a strict limit on the maximum stack size which
is set to 512 bytes. Within these limitations, arithmetic and logic operations as well as

bytewise operations that allow to operate on single char variables are allowed.
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Figure 3.4: The native eBPF infrastructure

Each eBPF program is run within a context (ctx) that gives visibility on data that the
BPF extension can operate on, for example function call parameters. The context can
be accessed within the extension, but depending on the program type the access might
need to be mediated through helper functions (e.g in the kprobe program type). The
context can be accessed through macros that expose single parameters, with structure
PT_REGS_PARM1 (ctx).

In addition to the access to parameters of the function call, eBPF extensions can also
communicate with the userspace process through shared maps that can be read and written
from both sides. The maps act as a key-value store and can significantly expand the
memory space that is available to eBPF programs beyond the 512 bytes on the stack.

A lot of additional functionalities can be provided by the helper functions that can for
example read and write the parameters from context, access the shared maps between eBPF
and the userspace process, access process-related information like the PID or timestamp
information.

The programs written in eBPF will then be verified by the verifier, which will enforce
strict security and isolation allowing the users to catch a wide variety of bugs and unsafe
behaviors at load time, before the eBPF program is executed in the kernel.

An eBPF extension that passes the verification process will execute (in the case of

kprobes) every time the instrumented function is called. This allows to inject code at
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Figure 3.5: The libbpf toolchain. Figure taken from (4)
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Figure 3.6: The BCC toolchain. Figure taken from (4))

runtime during the execution, and gives an instrument to access the parameters of the

function call and operate on them within the limits of the eBPF infrastructure.

3.3 The Verifier

As stated by Dave Miller, "the only thing between us and extreme peril" when program-
ming with eBPF is the verifier (55)) (56). This is indeed true, since eBPF allows users to
inject their own code in the kernel and it wouldn’t be feasible if we didn’t have a guarantee
that allowed to safely assume that this cannot crash the system, cause significant slowdown
or corrupt user and kernel data structures. The verifier (57) acts as a safety net for this,
since its thorough verification and symbolic execution allow to catch every malicious or

unsafe memory access, data corruption as well as infinite loop in eBPF programs.
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Figure 3.7: The bpftrace toolchain. Figure taken from (@)
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Figure 3.8: The Golang toolchain. Figure taken from (4)

Since eBPF operates in the kernel, one of the paramount priorities for its developers
and maintainers is to ensure that the execution of eBPF programs does not indefinitely
stall the kernel. For this reason, eBPF is not a Turing-complete language, does not allow
unbounded, infinite loops and instead has a maximum number of instruction lines, that is
currently set to 1 million BPF instructions.

The verification process in the verifier happens in two separate steps (58). The first one
is a static verification of the number of instructions, as well as the presence of infinite loops
and access to helper functions in the kernel. At this step the verifier performs a depth first
search in the program control flow graph to ensure that the execution is a direct acyclic
graph (57). At this stage the verifier can identify errors like the following (ndr %d indicated

the instruction number):

e back-edge from insn %d to %d
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e unreachable insn %d

e BPF program is too large. Processed %d insn

The verification process then goes on with a second pass that is more time consuming,
where symbolic execution is performed on all the possible code paths of the eBPF extension
in order to eliminate errors that originate from improper data access or error condition
checking as well as improper use of helper functions. Once both the steps are successfully
passed the program can complete loading, and will be triggered in the appropriate con-
ditions as specified by the programmer and the program type. This step identifies errors
in the safety of operations and can detect unsafe memory accesses, memory corruptions,

prohibited operations
e Reg pointer arithmetic prohibited
e frame pointer is read only: cannot write into reg
e RO leaks addr as return value (ndr: RO is the register that stores the return address)

For every program type, the verifier has metadata that indicates the kind of visibility
and access rights over function parameters, as well as the helpers that are allowed within
the eBPF different eBPF programs. The use of different program types allows to keep
privileges at a minimum for each of the program types, in order to make the execution

safer.

3.4 Debugging eBPF

While programming eBPF it is very frequent to encounter behaviors that are not expected.
While most of them will be catched by the verifier, it is possible that some are not errors
that are due to unsafe programming and rather just stem from a misjudjement in the
design of the extension. For this reason, there are a variety of tools that can help to debug
programs at different stages of their lifetime (59), (60).

A first step in the debugging workflow is manual inspection of BPF objects of eBPF
assembly after the compilation process. Both the eBPF object and bytecode can be gener-
ated by clang or dumped through llvm-objdump. After the objects are loaded debugging
can still happen through a set of tools. libbpf offers the option to test programs, and
with bpftool it is possible to test run the programs with artificial input. Debugging at
runtime is also possible by means of the eBPF helper bpf_trace_printk or writing debug

information that the user can access through a special map, bpf_perf_event_array.
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3.5 Extending eBPF

While the eBPF infrastructure offers significant support for a variety of operations, it is
important to be aware that it might not always have the required functionality available. If
this is the case, one needs to consider the possibility of extending eBPF with new features.
This requires work within the Linux kernel and is not a trivial process, however in this
section we will give suggestions about initial things that can be used to extend functionality.

These indications are based on the Linux kernel 5.7.

Exposing Symbols While the kprobe program type for eBPF offers observability of
virtually every function in the kernel, it is still necessary that the function symbol is visible
(exported). Not all function signatures are exposed withing the kernel. In case there is a
need to observe one of the functions that are not visible by default, it is necessary to modify
the kernel source code and explicitly export the symbol with the macro EXPORT _SYMBOL ()

and recompile the kernel.

const struct bpf_func_proto *
bpf_tracing_func_proto{enum bpf_func_id func_id, const struct bpf_prog *prog)
{
switch (func_id) {
case BPF_FUNC_map_lookup_elem:
return &bpf_map_lookup_elem proto;
case BPF_FUNC_map_update_elem:
return &bpf_map_update_elem_proto;
case BPF_FUNC_map_delete_elem:
return &bpf_map_delete_elem proto;
case BPF_FUNC_map_push_elem:
return &bpf_map_push_elem_proto;
case BPF_FUNC_map_pop_elem:
return &bpf_map_pop_elem_proto;
case BPF_FUNC_map_peek_elem:
return &bpf_map_peek_elem_proto;
case BPF_FUNC_ktime_get_ns:
return &bpf_ktime_get_ns_proto;

Figure 3.9: Helper function list for kprobe program type, in file /kernel/trace/bpf trace.c

Enabling Existing Helper Functions FEvery eBPF program type comes with a set of
enabled helper functions that can be used to perform specific functionalities that are not
supported within the eBPF code. However, there are many helpers which may be available
for a rich set of functionalities, but not supported by one specific program type. In case

such helper is already available, it is possible to edit the Linux source code and add that
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to the allowlist of helper functions that the verifier supports (see figure[3.9)) and recompile
the kernel.

Programming New Helpers In case the needed helpers are lacking in the existing
source code, it is possible to program new helper functions in accordance with the existing
eBPF conventions. A helper function prototype needs to be provided, including informa-
tion about register and return types that the verifier uses in order to verify the program.

One such example of prototype is found in figure

BPF_CALL_8(bpf_myprintk)

{
printk({KERN_DEBUG "mostly harmlessxn"};

return (int) 1;

static const struct bpf_func_proto bpf_myprintk_proto =

{
.func = bpf_myprintk,
.gpl_only = true,
.ret_type = RET_INTEGER,
1

Figure 3.10: New helper function prototype definition in /kernel/trace/bpf trace.c

3.6 The Future of eBPF

While eBPF was originally designed for networking, its transition to a full virtual instruc-
tion set and machine in the kernel made it applicable to many more use cases. While
eBPF is now established as a tracing and observability tool in addition to its networking
use cases, there is an increasing attention towards the security and programmability use
cases (61) (62)) (63).

Among the novel developments in the past year a new program type (64), Linux Security
Module (Ism) was introduced to implement security security instrumentation. Moreover,
Google announced that it now uses eBPF in the dataplane of google cloud (65]) that makes
use of Cilium (66]), an eBPF-based platform for networking, security, and observability
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that is developed by Isovalent. Overall, a lot of attention is now focused on making eBPF
usable in different areas.

The timeliness of the topic also shows in the fact that in 2020 the first eBPF summit
was held, with the aim of discussing and presenting new use cases and applications that

can use eBPF.

3.7 Conclusion

As we highlighted in this chapter, eBPF is a powerful kernel-level toolchain that allows users
to implement their own functionality for use cases in the area of networking, tracing and
security. We briefly covered however that it is also possible to extend eBPF functionality
if needed. In the next chapters we will cover the ways in which eBPF is suitable as of now
in order to support data processing in the storage stack of the Linux kernel, and what is

the resulting performance impact.
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Design of e?BPF

The prototype that is presented in this thesis is a design and framework to implement
programmable storage functions that optimize and reduce data movement, both in single
machines as well as across the network. The main target being datacenters, the design
choices for the prototype focused strongly on satisfying all the non-negotiable multite-
nancy, security and isolation requirements, while striking a balance with user needs in
the programmability aspects. In the following sections we will analyze the requirements,

present the prototype and explain the rationale of the design choices.

4.1 Requirements and Methodology

In the previous chapters we examined the research context where this thesis is placed.
The need for performance in datacenters, as well the issue of the data movement wall
stemming from the modern storage technologies performance dominating that of network
interconnects. This performance gap as well as the end of Moore’s law for processor scaling
gradually led towards a trend of specialization both in hardware and software, in order to
fit an increasing amount of use cases and applications while tailoring to their specific
computational requirements.

In this landscape, researchers are exploring, among others, the field of software pro-
grammability as a possible solution. As we saw in the previous section, programmability
is a research area that can be tackled from a variety of angles. However, while user-space
and hardware-based programmability already have some production-ready products, the
kernel-space programmability based on eBPF is still relatively unexplored in the storage
function landscape, although other studies related to this thesis have been presented in the

past 2 years (67) (11) (see chapter 7, Related Work).
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As highlighted in the previous chapters, a strong candidate for programmability in the
kernel space is eBPF. Its widespread use and adoption in fields like networking and tracing
supports the hypothesis that eBPF can effectively be utilized in the storage stack as well,
in order to implement user-defined functions. The goal of this prototype is to investigate
the suitability of eBPF for this use case, by designing implementing and evaluating a
prototype that can deliver that. In particular, this thesis also will have a focus on the
evaluation of the performance impact of the BPF toolchain, in order to understand when
it is a sensible choice to offload the data processing to eBPF, and for which operations one
should consider doing that.

The first step in the design process is to explicitly identify all the requirements that need
to be satisfied by a viable solution to the problem. For this prototype in particular, we
need to collect the requirements from a variety of sources. First of all, we need to identify
the stakeholders in the process. Since the goal of the prototype is to optimize data transfer
within datacenters, datacenter operators and users are the stakeholders. As such, every
solution will need to satisfy some fundamental datacenter requirements (the mandatory

ones are indicated in bold). The datacenter stakeholders have the following requirements:

e RQ1: Isolation
It is crucial for datacenter clients to operate in an environment that is isolated from
that of other users. This is needed in order to protect their data and operations, and

is generally speaking a key requirement for security in datacenters.

e RQ2: Multitenancy
The foundation of datacenter economy is resource multiplexing. It is then crucial
that a solution in the kernel space allows multiple users to leverage it at the same

time.

e RQ3: Portability
We do not want to make assumptions on the datacenter infrastructure and hardware
when designing the prototype for the thesis. It is then important to select a kernel
function that is not architecture-specific and that can be executed regardless of the

underlying infrastucture

e RQ4: Ease of deployment (for datacenter operators)
While equipping hardware is a money investment for datacenters, the advantage of

software-based programmability is that it does not require an upfront investment in
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that regard. Since the eBPF infrastructure is already present in all recent Linux dis-
tributions, it is a desirable requirement to implement the prototype without requiring

changes and upgrades to the existing infrastructure.

e RQ5: ease of use (for datacenter users)
As much as the prototype should not require significant changes in the datacenter
operations, the same is true for datacenter users. It is a desirable quality for the
prototype to allow users to implement functionalities with familiar technologies and

languages.

Requirements RQ1-2 are non-negotiable for datacenter operators and tenants, since re-
nouncing to any of those would be an unacceptable step backwards in the datacenter
economy and well-established principles and contracts. R3 is a desirable feature because
we cannot make assumptions on the datacenter hardware that is present in datacenters,
and we aim at producing a general solution that does not depend on specific hardware
architectures. In addition to the non-negotiable requirements, it is desirable to choose a
solution that can be deployed easily on the existing infrastructure (RQ4), and that can be
adopted by users without significant hurdles.

In addition to these requirements, there are additional ones that stem from the pro-

grammability and optimization aspect. These requirements are:

e RQ6: Support for data processing
The basic requirement for programmability in the storage stack is that there is some
support for data processing. The fundamental primitives in this scenario are at least
a read and write primitive for the data, and the possibility to perform processing
operations like arithmetic and floating point operations, or string and character ma-

nipulation

e RQ7: Reprogrammability
A key advantage of software programmability over hardware programmability is that
programming of new code-based extensions should be easier than reprogramming
hardware. For this reason it is important that users are free to specify and change

their functionalities with ease, in order to leverage this advantage

¢ RQ8: Low overhead
It is important that the use of this infrastructure does not significantly impact per-

formance in the datacenter
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e RQ9: Reduction of data movement
Since the goal of the prototype is to eventually target reduction of data movement
across the network, it is important to implement operations that can reduce the

amount of data transfer.

These requirements focus on the programmability aspect and are necessary for a viable
solution. The language and prototype need to be expressive enough to allow a wide range
of users to adopt the technology to offload the relevant parts of their workload, thus
leading to the non-negotiable requirement R6. Moreover, since we focus on software-based
programmability, it is important to leverage the ease of software programmability over
hardware, and deliver a prototype that allows users to easily reprogram functionalities as
needed (RQT). However, it is vital at the same time to make sure that the software changes
do not affect the datacenter performance if the data processing functionality is not needed
(RQ8). On top of all the previous requirements, since the problem statement of the thesis
stems from the issue of the data movement wall, the goal of the research is to specifically
focus on mitigations to the issue of data movement across datacenters, both locally within
a single node and across the networks. For this reason, one of the design requirements is
to implement a prototype that can effectively achieve data movement reduction (RQ9).

Since design space that eBPF can offer is rather limited, the design methodology for
the prototype will start with a systematic review of all possible program types to evaluate
their suitability.

In the following subsection we are going to analyze the degree to which eBPF can fit all
these requirements, in order to explain the reasons behind the choice to use it to implement

the prototype.

4.2 eBPF for Storage Programmability

In the Background chapter we examined solutions that have been proposed to implement
programmability in software, using a safe programming language like Rust that delivers
language-based isolation in user space (12)), as well as FPGA-based programmability to
offload part of the computation closer to storage (10). Despite the growing interest in
programmability however, kernel-space programmability solutions are still few (67) (11)).
However, it is significant that both the solutions use eBPF as a technology of choice.
These two being the most relevant related work for this thesis, we highlight the gap
where this work fits. ExtFUSE focuses mostly on creating an eBPF-based support for
FUSE file systems, without a strong focus on data processing. On the other hand, ExtOS
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instead focuses on offloading part of the data processing to the kernel level. However, the
pilot experiment and microbenchmarks show promising results based on the use of kernel
modules rather than eBPF. This is where the current design fits in, and tries to quantify
the potential gains and limitations of eBPF-based processing.

As we highlighted in Chapter 3, eBPF is a very mature, dynamic and ever-evolving
platform that has already seen widespread adoption in other fields like networking and
tracing. Its expressiveness, high performance, extensibility and symbolic verification make
it an appealing candidate to consider for storage programmability as well. However, limited
research so far focused on the potential and missing pieces that would allow for its adoption
in the storage programmability subsystem.

eBPF is an in-kernel virtual machine and instruction set that can be programmed in a
subset of the C language. As an alternative to that, there’s an increasing compatibility
and support for other languages like Python that makes it even more accessible to users
with the use of development framework like BCC (50). The accessibility from different,
widespread programming languages works in favor of the desired requirement RQ5 ( ease
of use). The possibility to specify user-defined behavior through the use of a programming
language also satisfies the requirement RQ7 of reprogrammability.

The user-defined extensions are then JIT-compiled and executed in kernel space with-
out recompiling the kernel, after a comprehensive process of verification. The verification
ensures that the extensions do not stall the kernel, are guaranteed to complete in a finite
amount of time and do not perform illegal operations on the data. The strict verifica-
tion process ensures that eBPF extensions fit the essential requirements RQ1 and RQ2 of
isolation and multitenancy for users, data and datacenter operators. the just-in-time
compilation can also guarantee a low performance impact, thus leading to requirement
RQ8 (low overhead) to be met.

The huge advantage of eBPF is that it is included in Linux kernel distributions and is
actively maintained and expanded at a surprising pace. The interest in eBPF as a general
Virtual Kernel Instruction Set significantly showed during the development my thesis. A
lot of new functionalities have been added within a few months, expanding the already
very good expressivity of the language. The avalability of eBPF in the Linux kernel makes
it accessible to all Linux-based datacenters right away, making it a good candidate for the
requirement RQ4 of ease of deployment. Moreover, the continuous development work
increses the expressivity of the language, making it more and more suitable for use cases

that were previously not considered for eBPF.
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As this section highlighted, eBPF is a strong candidate that can potentially fit the
strict requirements for both the datacenter stakeholders and the programmability aspect.
The research that tried to use eBPF for storage programmability however is still fairly
limited and didn’t answer to the research questions of my thesis. Moreover, some of the
requirements, i.e. performance and ease of use, have not been proven for the use
case of storage programmability. This is in fact the goal of the prototype design and

experimentation, that will be presented in this and the following section.

4.3 Choosing a Representative Workload

As we highlighted in the problem statement, a major issue with current datacenter perfor-
mance revolves around the bottleneck that is created by the data movement from storage
nodes to compute nodes across the network (I). The data movement wall is especially
significant and crucial for big data workloads, since massive amounts of data need to be
transferred from storage nodes to compute nodes. The end goal of this prototype is thus
that of addressing this issue, and designing a solution that can help to minimize the data
transfer across the network by moving user-defined computation as close as possible to the
data source.

Although the issue is clear, it is also true that there is a great diversity of workloads
being executed in datacenters. In order to design a valid prototype however it is important
for us to identify a representative set of operations that can act as a proof-of-concept for
a wide range of datacenter operations and workloads.

As an intuition and consequent design choice, we decided to focus on computation that
results in a sensible reduction of the size of the data with operations of reduction and
aggregation, rather than computation processes that operators that work on individual
data items and perform a transformation. This goes in the direction that we aim for in
the design process with requirement RQ9, reduction of data movement.

This use case can be backed up by an analysis of data-analytics workflows. After ex-
amining the TPC-H and TPC-DS benchmarks for databases (68) (69) for example it is
possible to highlight that all the queries perform aggregation operations like SUM, MAX,
MIN, AVG, COUNT and some form of filtering on the data. This is also present in another
representative workload of current datacenter operations, as we can see in the MapReduce
benchmarking suite (70]), where it is reported that operations like work count or pagerank

reduce data from gigabytes up to bytes size after the execution of reduce operations.
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This kind of workload suggests that a solution, or at least mitigation, to the data move-
ment wall issue can be to push computation as close to the data as possible, and perform
aggregation to reduce the need for data movement. For this reason we decide to focus the

design of the system on two representative operations like filter and reduce functionalities.

4.4 A Design of e’BPF

In the previous sections we highlighted the different aspects that need to be taken into
consideration in order to navigate the design space of a storage function programmability
solution, in particular using eBPF. In this section we will present a high-level design of
such a prototype.

As we highlighted in the requirements section, it is important to maintain all the dat-
acenter guarantees and pillars that allow multitenancy for users. eBPF by design can
deliver such requirements, since it is executed in an isolated, process-specific virtual ma-
chine that has boundaries and protection for memory access. For this reason, we envision
a design where eBPF instrumentation is placed within the kernel space and executes user-
specified functionality on data. Thanks to the support of the infrastructure, it is possible
for userspace and eBPF extension to communicate the required parameters and to execute
user-defined verified functionality.

Furthermore, since the goal of our design is to push user-defined code that can reduce
data movement, we want to target as a proof-of-concept a subset of operations that can
be relevant for this use case, and offer a prototype that can implement a Filter-Reduce
mechanism that can process data in the eBPF extension in kernel space.

Figure illustrates the high-level design of e?BPF. The user can specify a filter-reduce
data processing sequence that is loaded by the eBPF infrastructure to instrument a function
within the read path (the choice of the function will be detailed in the Implementation
chapter). With data processing happening in the kernel level, the eBPF extension can
communicate the result to the user without any processing needed in userspace, for example
through shared maps that are offered in the eBPF infrastructure.

In the next chapter we will go in detail about the practical implementation of the pro-
totype going in depth about the specific implementation choices and explaining how the
function is instrumented, what is the Filter-Reduce API for a user to program the exten-

sions, and how the eBPF code and userspace program can communicate.

33



4. DESIGN OF E2BPF

[}
S load extension read file
>
§ bpf_prog_load() read() €——
\
A\ 4
eBPF extension l ’
result
eBPF verifier )
= filter T
c
E ‘L reduce ‘
X
= eBPF JIT v | |data
£ compiler
— read path
e

Figure 4.1: High-level design of e?BPF, an eBPF-based extension for storage function pro-
grammability
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Implementation

According to the preliminary assessment of eBPF functionalities in the networking and
tracing use cases, we see the potential for it to be a viable option for storage function
offloading. With the design objectives in mind, we implemented a prototype that satisfies
the functional requirements. However, as this chapter will highlight, the translation from
the design space to the implementation was not easy. In the chapter we will go over the
study of the Linux kernel code of the I/O stack, and delve into the prototype structure and
eBPF mechanisms that were chosen to implement the Filter-Reduce prototype for storage

programming.

5.1 What Happens when we Read a File in Linux

In the networking stack, eBPF has really powerful primitives that can be bound to sockets
(file descriptors) and allow to have read and write access to network packets, as well as the
power to drop packets if necessary. While this functionality is indeed what we are looking
for in the I/0O stack, there is no such equivalent available at the moment. For this reason,
we need to revert to the standard tracing infrastructure that allows to intercept any kernel
function. The first step in the process of is then to find the right anchor point to fit all
the design requirements. The methodology that was used for this step was to go through
a complete analysis of the options available for a standard file read, in order to enumerate
the options that fit the requirements.

Finding the anchor point requires a deeper understanding of the Linux kernel code stack
for I/O. In particular, since our target is to reduce the data movement in the machine and
towards to network, we need to focus on the read() system call to understand how it can

be matched with eBPF extensions. We collected a first-level trace of the call stack for a
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simple file read, to have insight in the kernel code using the ftrace tool (71l), which gives
a report as indicated in fig. While ftrace gives a first insight in the code path, it does
not trace all the calls and stops at a certain depth. After examining the trace, it was then

necessary to manually examine the rest of the call stack.

SyS_read() {
_ fdget pos() {
_ fget light();

vfs read() {
rw_verify area() {
security file_permission() {
apparmor_file permission() {
common_file_perm() {
aa file perm();
}
}
_ fsnotify parent();
fsnotify();
}
}
__vfs_read() {
ext4 file read iter() {
generic file read iter() {
_cond_resched() {
rcu_all gs();
}
pagecache_get_page() {
find get entry();
}
mark_page accessed();
_cond_resched() {
rcu_all_gs();
}

Figure 5.1: An ftrace snippet for a read() system call to a file. It does not offer full visibility.
figure [5.2] extends on the ftrace trace

The code path is complex, but figure reports the relevant subset of functions that are
called to perform a read system call. In the analysis and research of the right candidate, it
was necessary to keep track of the relevant functional requirements. Since the goal of the
prototype is to allow multitenancy, it is important that the function allows to uniquely
identify the user and file that is targeted by the eBPF extension. However, the second
requirement that needs to be met is that the function has direct access to data buffers, so
that user-defined computation can happen in eBPF in order to reduce data movement.

However, while most of the top-level functions preserve identification data such as the file
name, file pointer or file descriptor, none of them allows to have direct access to the data
buffers and instead exposes kernel metadata that we consider undesirable to expose to user
access. In contrast, most of the functions that expose the raw data buffer are architecture-
specific and written in assembly. This makes them undesirable for the requirement of
portability, since instrumenting any such function would make the prototype architecture-

dependent. The only function that can meet all the requirements is copyout (), as shown
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in the figure and it exposes the kernel buffer, that acts as source for raw data, and
user buffer where data will be copied, as well as the copy size. The downside of using this
function is that, contrary to the high-level functions, it is not exported as a symbol that
eBPF can observe so it was necessary to modify the kernel code in order to allow that.
This partially goes against the requirement RQ4 (ease of deployment) since datacenters
would be required to modify the kernel in order to distribute such prototype. Given the
lack of convenient alternatives, and the harmless kernel modification that only consists of
the exposure of a function symbol, we decided to use the copyout function as hook point
despite this downside.

Since the information about file descriptor and file name is lost at this level, it is im-
portant to design an alternative way to isolate and differentiate between users. Once the
eBPF code is instrumented, the copyout instrumentation will be triggered on every read
call so it is important that every user triggers the relevant extension on the appropriate
file. Since we have access to the process ID and the buffer address that the user chooses
as destination for a the file read we can distinguish between different users and target
files with the identifying tuple (PID, buffer address), assuming that a single user will
not reuse the same buffer to perform a read from different files. If that is the case, the
prototype will trigger the same instrumentation. Having identified a proper function to
instrument, as well as an ID tuple to identify users and files, it is now possible to start

building the prototype with eBPF.

5.2 Implementation

The identification of copyout() as a suitable anchor point for the eBPF instrumentation
allows to go to the next step, and design the prototype mechanisms and implementation
details, all while keeping the requirements in mind. The end goal of the prototype is to
effectively let users offload part of the computation to eBPF and reduce data transfer.
As highlighted in the Design chapter, the objective is to find a way to maximize data
reduction and consequently data movement. On a practical level, the solution needs to be

implemented with eBPF and this introduces a new set of questions:

e Q1: What kind of infrastructure support does eBPF offer to execute code in the

storage stack?
e Q2: How will the user and eBPF extension communicate?

e Q3: What functionality is available to the user programming an extension?
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ssize t read(int fd, void *buf, size_t count)

|

long sys_read(unsigned int fd, char __user *buf, size t count)

l

ssize t vfs _read(struct file *file, char __user *buf, size t count, loff t *pos)

l

ssize t _ vfs read(struct file *file, char __user *buf, size t count, loff t *pos)

|

static ssize t ext4 file read iter(struct kiocb *iocb, struct iov_iter *to) }

l

ssize t generic file read iter(struct kiocb *iocb, struct iov_iter *iter)

l

ssize t generic file buffered read(struct kiocb *iocb, struct iov_iter *iter, ssize t written)

|

size t copy page to iter(struct page *page, size t offset, size t bytes, struct iov_iter *i)

l

size t copy_page to iter iovec(struct page *page, size t offset, size t bytes, struct iov_iter *i)

Y Y Y Y Y Y Y Y

l

static int copyout(void __user *to, const void *from, size t n)

|

[ unsigned long raw_copy to user(void __user *dst, const void *src, unsigned long size) }
{ unsigned long copy_user generic(void *to, const void *from, unsigned len) }

No access to the buffer

Architecture-specific

Figure 5.2: A subset of the read path in the Linux kernel. The copyout() function is a

viable candidate since it offers access to the kernel buffer containing raw data, and copies it

to the user buffer

e Q4: What API will the user have?

In this section we will answer these questions (respectively in the following 4 subsections)

and present the basic mechanisms and primitives that will be used as building blocks for

the prototype, explaining the constraints that they introduce and the ways in which they

affect the design decisions and process.

5.2.1 Choosing eBPF kprobes

eBPF offers many different program types, and its functionality is continuously expanded.

However, the design requirements put some limits and guidance for the choice of the
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program type. In particular, while in the networking stack it is possible to attach eBPF
programs to sockets (file descriptors), there is no equivalent support for such functionality
in the storage stack. This imposes to use the standard tracing infrastructure, that can
offer increased flexibility and observability throughout the whole kernel by instrumenting
function calls within the kernel, i.e. the read stack and in particular the copyout function
in our case. The eBPF kprobe program type is the most suitable candidate for this use
case.

The options in the tracing infrastructure at the time of the design decisions were three:
kprobes, tracepoints and raw tracepoints. While tracepoints are usually deemed more
stable than kprobes because they do not depend on the function signature, tracepoints
are less desirable for us because they require active support within the kernel. It is not
possible to instrument a tracepoint for a function that does not have the support for it
within the linux kernel. Support for tracepoints is hardcoded within the function calls in
the kernel, and maintainers keep the number of such hooks to a minimum since it can
affect the performance of the system, while uninstrumented kprobes do not add any over-
head in standard kernel execution since there is no dynamic linking and JIT compilation
happening. Instead, when tracepoints are not instrumented with an eBPF extension they
are substituted by NOP operations in the running kernel code (72). Since we are instru-
menting a function that is commonly used in the kernel within the read path, and the
prototype is not necessarily active in the kernel, we believe that using tracepoints would
have a performance penalty that is not justified by the improved stability of the entry
point, compared to the kprobe.

Kprobes on the other hand can be dynamically instrumented on any kernel function,
and do not need active kernel maintenance, as long as their function symbol is exposed
in the kernel code. As we saw in the previous section, we decided to accept this in the
design and modified the kernel to export the copyout symbol as a minimal change in the
infrastructure. Kprobes are convenient because they do not have any performance penalty
when they are not instrumented, Although they come at the cost of instability in case the
function name and signature is changed. In that case, the kprobe instrumentation will
fail (73]) unless the kernel is recompiled and kprobe updated to recognize the new function
signature.

Another alternative to kprobes was introduced late in the development process of the
thesis. A more efficient alternative to kprobes is the use of the program type fentry
(74)), that was beginning to be presented and discussed at end of 2019, and subsequently

merged in the mainline Linux kernel. However, the ftrace program type was still under
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development for the majority of the thesis development, and lacked libbpf support as well
as support for some necessary helper functions (lack of return override support). Moreover,
there was no usage example provided in the kernel code and the active discussion in the
bpf development mailing list made it an unstable target to base the development on. Due
to the novelty and immaturity of the ftrace program type, we decided to continue with
kprobe for the development of this thesis. We believe that the similarity in semantic and
use cases of kprobe and fentry program types will allow for a smooth transition to the new

program type once the support is more solid.

5.2.2 Communication Primitives between Userspace and Extension

After identifying the right eBPF program type it is necessary to understand how the user
and kernel space can communicate the necessary information. The information needs to
flow in both directions. As we highlighted in the previous section, the use of copyout() as a
base for the instrumentation forces us to use the buffer address as part of the identification
tuple for users and files. The user then needs to communicate this to the eBPF code so
that the appropriate data processing functions can be triggered according to the user and
file. eBPF provides a convenient mechanism for such communication, through the use of
shared maps between user and kernel programs. The maps act as a key-value storage that
can be used to communicate both ways. Given its convenience, we use a map in order to
communicate the buffer address from userspace to kernel space.

The communication of the result of the data processing however offers two different
alternatives. Once the data has been processed and aggregated, it is clearly possible to
communicate the result through another map so that the user can access the result. As
an alternative, it is possible to override the execution of the instrumented function with
the use of bpf_override_return() and use the destination buffer to pass the result to
the user. This helper function modifies the instruction pointer of the underlying function
to have it only execute a return instruction, instead of calling the original function code.
This is a very convenient and desirable functionality for the data movement reduction, so
we decided to test it (see figure . While we will show in the evaluation how this can
potentially impact performance positively, we were not able to effectively use it reliably
due to an unreliable behavior of this helper function. The override return does not execute
reliably especially for large file transfers, so it is not a reliable option to use the user buffer
to communicate results. For this reason, although we lose on the potential performance
gain given by the return override, we decided to share the result through a map in order

to have reliable communication.
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Figure 5.3: The different options for communication between userspace and eBPF extension,

based on maps or on function override

5.2.3 Helper Functions

As highlighted in Chapter 3, eBPF allows for standard arithmetic operations in a subset of
the C language, but is restricted for operations such as pointer dereference and read/write
accesses to the buffer. For this reason, we need to use bpf helper functions in order to
perform some necessary operations in order to perform data processing. While the buffer
read and write accesses are available through the standard kprobe helper functions of
bpf_probe_read and bpf_probe_write_user, an important aspect that is missing in the
default infrastructure is the conversion from char to integer data type.

While this functionality is not available in the kprobe program type, it is nonetheless
present for other eBPF program types. In order to use this functionality it is then neces-
sary to whitelist the helper functions within the kprobe program type, thus leading to an
additional kernel modification. The conversion helpers that are available are bpf_strtol
and bpf_strtoul, allowing to parse and convert long and unsigned long integers from char
arrays.

These functions, in addition to the standard map communication helpers and the bpf_tail_call
function (see next subsection) allow to have all the access and modification primitives that
are necessary in order to implement data processing in the kernel. A summary of the

helper functions that we used for the thesis is reported in the table
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Helper Default support

bpf map lookup elem
bpf map update elem
bpf map delete elem
bpf probe read

bpf probe write user
bpf tail call

bpf override return
bpf _strtoul

5o <o e < e

Table 5.1: Summary of helper functions that are used in the Filter-Reduce prototype. The
helper functions that do not have default support in the eBPF infrastructure cannot be used

without a modified Linux kernel

5.2.4 Function Composition

While users can program a single eBPF extension to implement their functionality, we be-
lieve that renders the prototype not sufficiently modular and flexible, in addition to it being
more error prone. The first step of the execution of the kprobe has to differentiate between
spurious calls to the copyout function coming from other paths in the live system, and the
ones that a user has explicitly instrumented. As such, the first instructions in the eBPF
extension access the buffer address on the map, parse and convert the parameters, and if
necessary follow up with function execution. This first stage is standard and shouldn’t be
left to the user to program, so that we can ensure isolation between different users. For
this reason, the user-defined code is isolated in different functions that are chained together
after this initial step is performed by the framework.

The function chaining can be done by leveraging the eBPF tail calls. Tail calls are a
mechanism that allows to chain different eBPF programs that are verified independently
of each other. Independent verification of different programs allows users to execute code
that is more complex than the 1M Lines of Code limit that is imposed by the verifier for a
single eBPF program. By doing so, the user has more flexibility to write longer programs
as well as to perform a more dynamic flavor of function composition within the eBPF
infrastructure.

For these reasons, we decided to make use of tail calls as a means to implement function
composition in the prototype. Upon loading of the eBPF modules, two special maps need to
be populated and they will act as jump tables in the program execution. This mechanism

allows for two positive gains. First of all, the instrumentation of the core copyout()
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function can be left to the framework and doesn’t need to be touched by users. This is a
good safety guarantee to ensure proper parsing of buffers and access to data. Second, the
setup of a tail call infrastructure makes it easy to transition to more complex execution
schemes where different tail calls can be chained in sequence based on events, even though

the current prototype only makes use of a standard sequence of two nested tail calls.

5.3 e’BPF: the Filter-Reduce Prototype

Given the primitives and mechanisms that we presented in the previous section, it is
now possible to design a structure for the prototype. As we highlighted, it is convenient
for verification and security purposes to break the execution flow into smaller steps. In
particular, we decided to implement a two step processing mechanism that can be leveraged
by the users called e?BPF.

The prototype provides a standard instrumentation for the copyout function by the
means of a kprobe. This instrumentation, by design of eBPF, is triggered regardless of the
user and file once the eBPF kprobe is loaded. For this reason it is crucial at this stage
to quickly dismisses kprobe invocation from spurious code paths and instead executed the
Filter-Reduce functionality in the appropriate cases.

The first step of the processing is then a fast process and file identification. At this stage
the parameters of the function call are accessed together with the buffer address that is
present in the map, and if the identification tuple matches with data on the map then
the processing steps are called through the tail call mechanism that we explained in the
previous section.

After the process and file identification starts the data processing logic. The first step
of the processing is a Filter. The filter should access data from the kernel buffer, filter it
according to user logic and write the filtered buffer in the user buffer of the function call.
At this point, the second step of the execution can take place and the reduce operation is
triggered with a second tail call. The reduce operation can read the filtered buffer from
the to buffer of the copyout function, that was just written by the filter function, and goes
on aggregating the result in order to produce a single numerical result. This result is then
passed to the userspace through a shared map. An overview of the architecture of the
prototype can be found in figure

With this mechanism in place, thanks to the use of independently linked, loaded and

executed tail calls it is possible for users to develop and select functions for the two steps
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of the execution, as long as the communication API remains the same. Within the sin-
gle functions that are concatenated in tail calls there happen the parsing, copying and
processing of the buffers in order to implement data processing functionalities.

In the next section we will rapidly examine the limitations of this design, and the com-

promises that needed to be made in order to reach this result.
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Figure 5.4: Architecture and main operations (numbers indicate order of execution) of the

Filter-Reduce prototype

5.4 eBPF reality-check

With all the implementation pieces set in place, it is important to assess the results and
compromises that needed to be made in order to deliver the prototype. As the evaluation
will further show, although eBPF has good potential for data processing in the storage
stack, a lot of access primitives and mechanisms are still not refined and optimized for this

use case, and lead to the need to compromise on a lot of desired functionalities.
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First of all, the unpredictable behavior of bpf _override_return prevented from reliably
being able to save CPU cycles of an unnecessary buffer copy. In addition to this, the use
of helpers to mediate even read-only access to the data buffer introduces unnecessary
complexity in the program that could instead be leveraged to give the user more leeway to
perform more complex data processing tasks.

Last but not least, the operations that are currently allowed in the eBPF infrastructure
are restricted to integer arithmetic and logic operations, so it was not possible to implement
all the most common functions that were identified in the Design chapter, for example the

average function, since they would require floating point operation support.

5.5 Summary

In this chapter we examined all the main implementation choices and details that can
translate the design requirements intro a well-functioning prototype. In the evaluation
chapter these components will be evaluated individually as well as end-to-end to verify
and assess the feasibility of an eBPF-based data processing framework within the software

stack of the Linux kernel individually
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Evaluation

To the best of our knowledge, there has not been an extensive quantitative study of the
performance of eBPF-based instrumentation. In order to test the design and implementa-
tion of the prototype, it is vital to assess the performance impact that eBPF can have on
kernel performance. In particular, this information is crucial to understand if and what
kinds of computation make sense when offloaded. In this chapter we will report on findings
from the evaluation of the prototype, and comment on the reasons why eBPF filters lead
to a 2x slowdown compared to userspace filters using the current eBPF support, and what

are possible mitigations to it.

6.1 Experimental Setup and Plan

In order to evaluate the Filter-Reduce prototype we need to measure the system at different
levels. In order to gain confidence in the end-to-end evaluation, all the individual steps
that contribute to the overhead are also measured separately and through different, more
fine-grained experiments. Having a one-level-deeper measurement allowed to cross check
the results and validate the soundness of the end to end measurements (24)).

As figure summarizes, the experiments will target the different components in the
eBPF infrastructure as well as the prototype. Measurements will be conducted for the
end to end latency, the verification process, the just-in-time compilation, as well as fine
grained measurements of the eBPF helper functions that were used in the prototype. In
addition to this, the baseline time for read operations is gathered and compared to the
eBPF-instrumented code path in order to gain insight on the potential gains as well as the

impact of the buffer copy from kernel to userspace.
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Figure 6.1: An overview of the target points of measurement and benchmark for the Filter-

Reduce evaluation

The experimental setup for the prototype is a QEMU-based virtual machine with Ubuntu
18.04. We are using a modified version of kernel 5.7 that allows to instrument the copyout
function. The VM can use 4 cores, and is equipped with 8 GB of data and 150GB of hard
disk drive. The experiments focus on evaluating a single process performance to collect
fine-grained information about the steps and additional overhead that eBPF introduces. In
order to gather accurate timing measurements we relied on the CLOCK MONOTONIC
clock in the Linux kernel, measuring at nanosecond granularity. This clock is the same
that is accessed both from the userspace timekeeping function clock_gettime() as well
as the eBPF timestamp mechanism bpf_ktime_get_ns(), and thus offers a more uniform
measurement. The clock of the virtual machine accesses the host clock in order to avoid
clock skews and drifts deriving from network synchronization and adjustments, as well as

from VM sleeping time in the system (75).

6.2 eBPF Microbenchmarks

In this section we will present results from the evaluation of microbenchmarks in the
eBPF infrastructure. The benchmarks target verification, just-in-time compilation, helper

functions, tail calls and buffer copy overheads.
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LOC | mean |ms| | standard deviation |ms]|
60k 47.60 6.52
125k | 87.16 6.53
250k | 161.28 5.78
500k | 315.93 8.46
1M 644.90 8.94

Table 6.1: Mean and standard deviation of verification times, by Lines of Code. JIT time is

negligible with mean 2.8us and standard deviation 770ns

6.2.1 Verification and JIT-ting

As we highlighted in Chapter 3, eBPF provides a symbolic execution and verification
process for its extensions. While the complexity of such process is contained by the non-
Turing completeness of the extensions, that sets a maximum program length to 1 million
lines of eBPF opcodes, verification and symbolic execution is still a time-consuming process.
For this reason, given the reliance of the prototype on the eBPF infrastructure, it is
important to evaluate the performance of the verification process and its impact on the
overall pipeline. The same is true for the just-in-time compilation that happens every time
a kprobe-instrumented function is called in the Linux kernel.

We tested the verifier by measuring different program complexities and their verification
VS execution time (figure , table . he program complexity was increased by looping
over the same set of operations more times (including helper function calls), since the
compilation process unrolls all the loops and verifies the instructions in executing in order
from the first to the last instruction.

We tested the verifier complexity on the copyout function, loading the eBPF extension
and executing read() call for a single page (4096 bytes) from file. Every program complexity
was tested 50 times to have a cumulative execution time that exceeds that of the single
experiment by 2 orders of magnitude. Caching of the data in memory does not affect this
measurement since 1/O overheads are not detected in this benchmark.

As is is possible to see from the graph, the verification time dominates the execution
time and exponentially grows with the complexity of the program, whereas execution time
appears to grow more linearly. This is a positive finding since verification cost is one-
off component in the execution, happens at load time of the eBPF module and does not
repeat during the program execution. This means that over time the verification cost can

be amortized with long executions, making it negligible compared to the execution time if
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reprogramming of the filter or reduce function does not happen continuously. The JIT-ting
cost is not visible in the graph and represents a very negligible portion of the cost. It is

not shown in the graph because JIT-ting costs are in the microsecond order of magnitude.
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Figure 6.2: Verification overhead for 5 different program sizes

6.2.2 Helper Functions

The kprobe program type in the eBPF infrastructure allows to gain observability in virtu-
ally every function executing in the kernel, gaining access to the parameters the function s
called with. However, due to the verifier and its constraints, it is not possible to access and
manipulate parameters in the context of the kprobe invocation without the use of helper
functions that are provided by the eBPF infrastructure.

We then evaluate the three helper functions that are relevant for the prototype, in
order to assess whether they introduce significant overhead in the computation. The func-
tions that we benchmarked are bpf_probe_read(), that is used to gain read access to
the data, bpf_probe_write_user() that is used to write content in the user buffer, and
bpf_strtoul () that is needed in order to convert chars to numbers (unsigned long in this
case) in order to perform arithmetic operations.

All the measurements are based on single helper function calls, and we vary the buffer
size in order to estimate how that affects the overhead. The buffer size where data will be
copied to and from can go up to 256 bytes for the read and write helpers. This is a huge
limitation since it imposes to operate in a loop in order to parse the whole 4096 bytes of
the source kernel buffer. However this limitation cannot be overcome as it derives from

the eBPF-imposed limitation on the stack size of every eBPF extension, that is set to 512

50



6.2 eBPF Microbenchmarks

bytes. Since the stack needs to be used to store other intermediary results and variables,
we decided to cap the read/write buffer size to 256 bytes in order to leave the user more
freedom to create additional variables.

We tested every helper function call for different buffer sizes, and each measurement on
a set buffer size was repeated for 1000 iterations in order to have a cumulative execution
time that is orders of magnitude greater than the single benchmark. The workload that
was used for testing is composed of only read calls from file (1 page each). Caching of the
data in memory does not affect this measurement since I/0O is not part of the measured
cost.

The results of the experiment are reported in figure As the figures show, the most
overhead comes from the read helper, that dominates the other two by 1-2 orders of mag-
nitude. This can possibly be attributed to the fact that the source buffer of the helper is
a kernel buffer, and has more security mechanisms in place under the function call. Under
the hood of the read helper execution is in fact distinguished whether the buffer that is
being accessed is in userspace or in kernel space. This finding is however unfortunate since
it places a lower bound on the execution time of eBPF probes. Parsing of the source buffer
cannot be avoided so it will always yield to significant overhead.

On the other hand, the write helper function has a significantly lower impact on per-
formance as the buffer size if increased. As it happens for the read helper, this can be
explained with the fact that the buffer that is being accessed for write is a userspace buffer
and the security mechanisms around it are less strict. While the read helper cost cannot
be avoided, the write cost can change depending on how much data is filtered out by the
filter function. The write helper is used to pass the intermediate filtered buffer from the
Filter to the Reduce tail call, and improving the percentage of filtered data can reduce this
cost, although it is unfortunately not the dominating cost in the execution.

The cost of strtol conversions is also worrisome. While it is true that the order of
magnitude is the same of the write helper, strtol and strtol functions can only convert one
number at a time, and the limit for this is the 8 bytes of space that are defined for an
unsigned long type in the machine. The cost of strtol is then very significant because it
needs to process the whole buffer of 4096 bytes, and introduces a significant cost when called
repeatedly. Once again this is an unfortunate finding since the parsing and conversion cost
of the numbers in the buffer cannot be avoided and introduce a lower bound in the cost of
execution.

The high cost of the helpers is not limited to the time overhead. Using helpers to mediate

access to the buffers introduces complexity in terms of lined of code. This is not desirable
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and in fact yields to the necessity to split execution into smaller pieces through the help
of tail calls. Without the use of tail calls, a simple read-parse-write cycle is enough to
overrun the maximum number of lines of code for a source buffer of 4096 bytes. For this

reason, it is important to split the computation with the use of tail calls.

6.2.3 Tail Call Latency

As shown in the previous experiment, helper functions add a significant overhead both in
terms of processing time and especially lines of code. In fact this became evident when
designing the first version of the prototype without tail calls, we found that processing
the whole 4096 bytes of kernel buffer in a read-strtol-write cycle already gets beyond the
maximum eBPF instruction length and does not leave space for code execution that is
user-defined. For this reason, it is undesirable to keep the programmable logic in a single
eBPF program, in order to leave the user more leeway to implement their functionality.
In order to deliver this, the prototype adopts a multi-step sequence of processing that
happens through tail calls.

Tail calls allow to link eBPF programs that are verified and loaded separately within the
infrastructure, while being linked together through jump-tables. The tail call is supposed
to be a low-overhead mechanism since it does not cause context switches, reuses the same
stack of the caller program and doesn’t return to the caller. This allows to chain eBPF
programs in order to increase the program complexity without adding significant overhead,
except for the jump to the tail call function code.

We tested the performance impact of tail call by comparing the execution of the same
eBPF logic happening in a single program, and comparing it with a program that is
composed by 2 tail calls like Filter and Reduce. The workload is a standard read cycle
with increasing read size. This time the measurement happens over read sizes greater than
1 page since it is not possible to detect any difference in execution time within a single
execution. For this reason, we iterate on more significant read sizes to accumulate the cost
of multiple tail calls trying to detect if there is a trend of increasing cost. For every read
size the measurement is repeated 1000 times.

As the figure shows, the tail calls do not seem to add any significant overhead to
the program execution even with an increasing number of function calls. This means that
using tail calls will allow to scale up the computation complexity up to 32 million lines
of code (the limit the verifier imposes is 32 nested tail calls) without any overhead that

derives from accumulation of tail calls.
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Figure 6.3: Helper function overhead to parse a 4096-bytes buffer and convert to integer,
varying the buffer size in the helper.

6.2.4 Cost of Data Copy

As we decided to instrument the copyout function, we are in the position where it is possible

to avoid the buffer copy from the kernel to the user buffer if the computation is offloaded to
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Execution time with and without tail call
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Figure 6.4: Comparison of the execution of the same programming logic within a single

program and through tail calls. Average and standard deviation are reported

the kernel. This can happen because eBPF allows to hijack the execution of the underlying
function, and avoid its execution. With the mechanism of bpf_return_override it is
possible to prevent the buffer copy from happening, thus leading to a gain in the data

movement.

As we explained in the implementation Chapter, this mechanism does not behave as
expected with the copyout function, leading to unreliable function overriding that does
not allow to reliably use it in the prototype. However, we decided to evaluate it regardless
to show the potential gain in performance that could stem from reliable execution. Figure
shows that is is possible to measure a difference in I/O performance if the buffer copy
is avoided. While the function starts to fail more and more as the number of invocations
increases, we can observe that within a single invocation there is an approximate gain of
20% of the execution time within the read path if the data copy is avoided. We stopped
the experiment at a read size of 80MB because the failure-rate of the function override

reached a stall point there.

Although execution is not reliable over time, we plotted in figure the difference in
microseconds between the two cases, with and without function execution. Avoiding the
function execution can yield to up to millisecond-scale gains so it is important to investigate

the effect of reliable function overriding on long data transfers.
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6.3 Filter-Reduce evaluation

Having the eBPF microbenchmarks as a support, it is possible to design experiments and
evaluate the system end to end. For this experiment we execute a sample Filter-Reduce
workload and time the verification, eBPF execution time, native read time as well as an
equivalent userspace-based Filter-Reduce sequence.

Since we observed the impact of helpers in function execution, we repeated the experi-
ment varying both the read size and the percentage of data that is filtered in the Filter step,
going from 0% to 100% (indicated as ff0-100). With these experiments we can compare
the execution time of the eBPF-based Filter-Reduce with the userspace Filter-Reduce, as
well as observing the breakdown of the different cost components, namely I/O, verification
and filter execution.

This experiment was run for 5 different filter factors and 7 different read sizes (16MB
increase every time) to extrapolate if the growth of the complexity had some non-linear
component. Every measurement was repeated 50 times. The program complexities are
pre-determines, so for example filter-factor 25 performs the reduce operation over a buffer
that is 256% the size of the initial one. For this reason, the verification cost decreases with
higher filter factors since the reduce step is smaller by design (see figure . In a real-
world scenario the verification cost will be constant and the execution complexity is the
only factor that changes at runtime, but for simplicity the experiment was designed with
static filter factors in mind.

Figure [6.7] reports the stacked cost of the execution of Filter-Reduce functions for both
userspace and eBPF, with the 5 different filter factors ff0-100. As shown in the figures, the
cost of eBPF-based processing is approximately 3 times that of the native execution and
reflects the findings of the microbenchmarks, that goes up to 5x for 100% filter factor. The
verification cost is constant throughout the execution, even increasing the file read size.
The cost impact of the different phases of the execution for every filter factor is plotted in
figure

As the figures highlight, the eBPF filter is less efficient than the userspace one since,
despite increasing the filter factor, it cannot avoid the heavy performance penalty of the
read helper function. This also shows in the fact that increasing the filter factor yields
to a proportionately bigger gain in the userspace execution when compared to the eBPF-
based one, confirming the finding of the dominating cost deriving from the read helper.

Figure summarizes the finding, highlighting how the cost of the Filter-Reduce code
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decreases proportionately more in the userspace execution when compared with the eBPF

instrumentation that is instead stalled by the read and strtol helper function lower bound.
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Figure 6.9: Comparison of the execution of a userspace filter-reduce and an eBPF-based

filter-reduce mechanism)

6.4 Single Machine Cost Evolution

As the experiments reported, the eBPF infrastructure support for data processing in kernel
is still rather lacking. This is mainly due to the lack of support for native access to
parameters in order to process data, forcing to use helper functions that are not optimized
for this kind of workload. However, we want to summarize the findings with a figure. Figure
reports a summary (not in scale, due to the wide differences in order of magnitude of
the various components) of the different steps in the execution of both native and eBPF
Filter-Reduce functionality.

It is possible to see from the figure that the cost components are different. However, it is
important to stress how their evolution is different over time. While the verification step
appears to dominate the eBPF cost initially, over time that remains constant is amortized
over large file reads. The cost of JIT compilation will increase if the function is called
multiple times, but its microsecond-scale impact does not significantly affect execution. On
the other hand, the cost components that linearly scale if the file read is increased are the
cost of the filter-reduce processing, as well as the time to perform a buffer copy from kernel
space to userspace. This is a cost that can only be cut through eBPF instrumentation.

Under the light of this finding it is possible to estimate that with a functioning return
override execution the cost of the eBPF infrastructure and instrumentation can become
worthwhile based on the buffer copy gain when operating on large file read sizes. This
together with an optimization of the read helper function can lead to interesting future

work, as we will expand on over the next chapter.
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6.5 Summary of Evaluation

In this chapter we reported the results of the eBPF microbenchmarks and evaluation of
the Filter-Reduce infrastructure. The main findings from the experiments highlight how
the cost components that stack in the execution of an eBPF-instrumented code are very
diverse and impact in disproportionate ways.

While the verification phase introduces a relevant cost (up to 1 second overhead for
complex eBPF programs up to 1 million lines of code) it is only executed once at load-time
of the extension and can potentially be amortized by long-running executions. However,
the dominating component in the overhead of the function execution derives from the
use of helper functions that are needed to read the parameters of the function call and
convert them to integers in order to perform operations. The parsing overhead introduces
a performance penalty that is on average 3x worse than that of an equivalent filter-reduce
functionality implemented in userspace, and up to 5x slower with high filter factors.

However, while these costs can be mitigated by changes in the infrastructure, we also
highlighted the peculiar advantage of eBPF-based processing that allows to save approx-
imately 20% of the execution time with a function execution override that prevents the

data buffer from being copied from kernel to userspace. This aspect is the distinguish-
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ing point that sets eBPF-based instrumentation on a different level compared to both
hardware-based and software-based programmability that happens in userspace.

In the next chapter we will put this research into context highlighting the different
solutions that existed previously to this work, and how they implement programmability

for storage functions
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Related Work

As we saw in the previous chapters, the issue of data movement is crucial in modern data-
centers and one of the possible solutions that are being explored is that of programmability
(1). However, although this area of research is increasingly gaining momentum in the stor-
age stack, it is not a recent concept and can be tackled in many ways that substantially
differ from the solution that this thesis explores. In this chapter we will highlight relevant
related work within the field of storage programmability.

The idea of bringing computation closer to the storage was explored in 1998 with the
notion of active disks (76) (77). The case for active disks it that offloading parts of the
computation to the storage can improve performance in data transfer. However, given the
unavoidably low performance of Hard Disk Drives, the motivation to pursue such solution
on a large scale was not sufficient and the idea remained limited to research prototypes.

The situation changed rapidly with the advent on modern storage technologies like Flash
SSD and the more recent Optane memory. As we highlighted in chapter 2, these technolo-
gies have lower access latency and higher throughput, and thus justify the idea to bring
computation closer to storage, a notion knows as Near Data Processing (NDP) (13). With
modern storage technologies, the notion of NDP was brought back in the spotlight and
explored as a means to gain performance in data processing (78)) (79).

However, the challenge remained as to how one can allow the functionalities to be de-
fined by the users through programmability. NDP can be combined with programmability
through many different approaches. The use of specialized hardware like FPGAs or ASICs
can be classified under the name of hardware programmability, while the use of language-

based approached is called software programmability.
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Hardware-based Programmability One of the approaches to implement user-defined
logic closer to the storage is through the use of programmable hardware. In this area a lot
of solutions have been proposed, and they usually encompass the use of an FPGA board
alongside the storage device in order to program subsets of user-defined functionality. An
example of this is Willow (80)), a programmable SSD that allowed users to push user-defined
functionality to a Storage Processing Unit that can execute user code and communicates
with the host with a specialized Remote Procedure Call Protocol. While Willow focuses
on generic user-defined functionality offloading to the storage device, other solutions try to
offload specialized subsets of operations like database-related workloads, thus leading to the
implementation of smart SSDs with query processing support (81)) that can offload parts of
their operations (e.g. filtering, aggregation) to the SSD. While this direction can efficiently
implement programmability on the SSD, the downside is that this type of solutions is
specific to a single application, namely a DBMS, rather than allowing multitenancy and
programmability that is generic and applicable to a set of users. A generalization of such
a capability is Biscuit (82)), which allows to offload generic functionality within the SSD.

While these examples show performance improvements that derive from equipping an
SSD with a CPU, other hardware-based solutions have been proposed that make use of
FPGAs instead. An example for an FPGA solution is presented by INSIDER (83)), where
users can offload parts of the program to FPGA. The challenge with the use of FPGAs
is how to ensure that users only access their data, without corruption. INSIDER solves
this by allowing compute-only workloads to execute on the FPGA, which does not directly
have read access to the data stored on the device.

While hardware-based solution provide performance improvements for data processing,
the challenges of isolation and multitenancy suggest to also investigate solftare-based pro-
grammability where isolation and multitenancy can be handled more easily through the

mediation of the operating system and the execution in separate processes.

Language-based Programmability While hardware-based programmability shows per-
formance improvements, it requires to have specialized hardware, that might not be avail-
able to all users. Moreover, the isolation and multitenancy requirements can more easily
be guaranteed with the mediation of the operating system and the execution in separate
processes. For this reason, it is vital to also investigate software-based programmability.
An example solution in the area of software-based programmability is Splinter (12]), which
allows users to program their functionality in Rust, a type-safe programming language that

has strong guarantees on the safety of memory accesses. Splinter implements a key-value
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store that users can extend and customize by pushing their own operations to storage us-
ing Rust. While userspace programmability can be leveraged by providing the necessary
isolation between users, for example through the use of Rust, other research efforts also
focused on eBPF as an infrastructure to deliver software-based programmability in the
Linux kernel. Two works in this direction are extFUSE (67) and extOS (I1)). In extFUSE,
the framework provides a FUSE-based file system that has an underlieing eBPF support
to offload part of the operations in the kernel, executing in eBPF. This work focuses on
generic file system functionality rather than data processing workloads, and shows how
eBPF has the potential to be extended in the storage stack. A solution that is more ori-
ented towards data processing is extOS. In this work, the authors argue in favor of Near
Data Processing by offloading data processing workloads to the kernel can lead to an im-
proved performance, and identify eBPF as a possible infrastructure to support that, after

an extension of the functionality in order to support more expressive functionalities.
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Conclusion and Future Work

Data processing is ubiquitous in modern Big Data workloads, and thus represents a key
task to perform within datacenters. While datacenter networks offer high throughput, the
improvement of storage media like Flash SSD and Optane memory introduces a bottle-
neck in data transfer. For this reason, near-data computation through programmability
is gaining momentum. While there are plenty of userspace and hardware-based solutions,
the kernel space and eBPF remain relatively unexplorred within the storage landscape. In
this thesis we implemented a prototype to assess the suitability as well as the performance
impact of data processing in eBPF in order to reduce the data movement. In this chapter
we summarize the findings and the answers to the research questions that motivated this

work.

8.1 Conclusion

In this thesis, we explored the potential for eBPF to be used in data processing scenarios for
storage function programmability. As the design and evaluation highlighted, eBPF is still
not suitable for high-performance data processing when compared to userspace execution,
despite the potential CPU cycle gain that comes from avoiding the buffer copy from kernel
to userspace.

We summarize the findings of the thesis and relate them to the relevant research question

RQ1: What is the performance impact of the eBPF infrastructure? The impact
of eBPF is composed of different components. While the verification overhead is significant
and grows exponentially with the size of eBPF programs, it is a cost that happens once

and can easily be amortized in long executions. JIT compilation does not add a significant
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overhead, as well as chaining tail calls to compose a more complex program. However,
the execution of the eBPF extension adds a significant overhead (3x-5x) compared to a
userspace Filter-Reduce implementation due to the significant performance impact deriving

from buffer parsing and writing that is introduced with the use of helper functions.

RQ2: How to repurpose the eBPF toolchain and infrastructure in order to sup-
port programmable storage functions? eBPF has read, write and override primitives
that can be used in order to access and modify the user data that travels in kernel buffers.
This, paired with arithmetic operations and tail calls that increase the maximum instruc-
tion length allows to offload functionality in the eBPF extension to implement for example
Filter and Reduce mechanisms. However, parsing overhead when mediated by helper func-
tions is significant, and can easily overrun the maximum number of lines of code that a
single eBPF program supports. For this reason, the overhead of eBPF-based processing is

currently not leading to a performance improvement over userspace processing.

RQ3: What are the parameters to determine which functionalities should be
offloaded to eBPF within the storage stack? When deciding on the type of func-
tionalities that should be offloaded to storage it is important to keep in mind what are the
limitations that eBPF introduces. The significant parsing overhead, especially on read,
suggests that is is better to offload functionality that progressively reduces the data size,
rather than performing transformations on data. In this way, subsequent tail calls with
eBPF can gain from reduced buffer sizes. In addition to this, it is important to consider
that parsing of data reduces the number of lines of code for data processing. For this
reason, it is advisable to split the computation in small steps chained through tail calls, in

order to overcome the limitation

8.2 Future Work

Within this thesis the focus was on the assessment and evaluation of the existing infras-
tructure. Now that its limitations and potential are known, there is plenty of room for
future work and extensions.

First of all, given that the kprobe program type only offers helper-mediated access to
the function call parameters, it would instead be convenient to create a separate program
type for eBPF-based data processing that can have direct read access to the kernel buffers.

In this way, processing would become more similar to what is available in the networking
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stack and allow to mitigate the significant performance penalty that comes from the buffer
parsing in the current infrastructure.

A second important point of work is adding support for floating point and string opera-
tions within the Linux kernel, in order to expand on the possible use cases of the prototype.
At the moment only arithmetic operations are allowed, and there is very limited support
for string operations that need to be split in char-wise parsing. Adding native or helper-
mediated support for these two use cases would greatly increase the applicability of the
prototype and its potential use cases.

A third point for future work is focused on the deployment scenario for the prototype.
Since the primary driver and motivation for this work is the datacenter scenario, an im-
portant part of future work is to expand the system for a distributed system scenario and
systematically re-evaluate the gains. This is especially significant to do in the moment when
the previous changes have taken place, since this thesis highlighted that it is currently not
convenient to offload functionality to eBPF rather than performing it in userspace. This
part of future work could be further expanded by bringing the prototype even closer to
the storage medium. While this might mean losing generality that comes from the current
prototype not being architecture specific, it would be a valuable contribution to quantify

the gain of near-data processing as close as possible to the storage medium.
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